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Security. Evolved.



Cyber Risk Services (CRS)
Introducing our specialised Cyber Risk Services (CRS), offered by our Enterprise Risk Services (ERS) team of experts. 
Our experience spans in several industries and our solutions are customised based on the profile and needs of the client.

Ethical Hacking
Defend against Cyber Attacks

Ethical Hacking - Penetration Testing - can assist our 
clients in assessing weaknesses and vulnerabilities 
associated with the organisation’s infrastructure in 
order to prevent cyber attackers from potentially 
breaching defenses. Our service offering consists of 
a number of ethical hacking sub-categories: External 
and Internal Penetration Testing, Wireless Penetration 
Testing, Application Penetration Testing and Stolen 
Devices (Phone-Tablet-Laptop) Scenario Penetration 
Testing.

Cyber Simulation-in-a-box
Are you ready?

The Cyber Simulation scenario and injects have 
been designed to be used with Board/Senior level 
participants where they are given Board level 
roles during the simulation. Through this role-play 
the participants experience the business impacts 
and consequences of a major cyber-attack on a 
mocked-up organisation.

Deloitte Discovery
Computer Forensics Services

Deloitte’s Computer Forensic professionals can help 
our clients in forensic investigations by collecting, 
preserving and harvesting data. Advanced digital 
forensics can be conducted through network packet 
analysis, malware analysis, mobile devices analysis, 
digital fingerprinting of computer systems and 
advanced file & system recovery.

Data Leakage Prevention
Information Security Behaviour

Information Security starts with a strong governance 
structure. This is a proper foundational element of 
security. In Deloitte’s vision, a governance structure 
should consist of leadership, organisation structures, 
and processes to safeguard information and 
people. Our behavioural change approach drives up 
understanding and engagement for delivering the 
desired information security behavior for our clients.

Social Engineering
Information to the look-out

In a social engineering engagement, our team of 
experts evaluate the organisation’s employees’ level 
of security awareness in handling social engineering 
approaches with the goal of conveying confidential 
information. Our social engineers, i.e. attackers, will 
counterfeit a specific trustworthy identity to a member 
of the organisations’ staff in order to gather the 
preferred information.

Security Awareness
People and Technology

Deloitte’s team can assist our clients via a complete 
scope of activities required to develop and improve 
security awareness: assessments (level of security 
awareness), designing and delivering content, 
measuring how security awareness improves and 
perhaps most importantly, providing support to the 
organisation to change the internal security culture.



Attackers are increasingly motivated to target an organisation’s digital 
infrastructure for financial, personal and political gain. Our increasing 
dependency on these systems means the impact of an attack can spread 
across the business as a whole.

Understanding the Threats

The Cyber Simulation scenario and injects have been designed to be used 
with Board/Senior level participants where they are given Board level roles 
during the simulation. Through this role-play the participants experience 
the business impacts and consequences of a major cyber-attack on a 
mocked-up organisation. 

The simulation is split into two moves.
Move 1: Participants focus on crisis management and strategic decision 
making. The focus is on assessing information being fed to them from 
their Crisis Management Support Team (CMST).
Move 2: Participants focus on consequence management, in particular 
with regard to internal and external communications.

Realistic injects have been developed to convey the scenario to the 
participants. The injects take a number of different formats including 
media, emails, social media and phone calls.

Why is a cyber attack so impactful?

Many motives and multiple routes of attack which can directly impact 
shareholders. The following illustration provides examples of cyber attack 
motivation and method. Preparedness will minimise erosion of value if/
when a significant cyber attack takes place. Motivation, Method and Value 
relate directly to the way a simulation is designed; developing the scenario, 
examining the mechanism/response and managing the consequences.

Cyber Simulation-in-a-box
Are you ready?

“History has taught us: never underestimate the amount of money, 
time, and effort someone will expend to thwart a security system. 
It’s always better to assume the worst. Assume your adversaries 
are better than they are. Assume science and technology will soon 
be able to do things they cannot yet. Give yourself a margin for 
error. Give yourself more security than you need today. When the 
unexpected happens, you’ll be glad you did”. 

Bruce Schneieregal

How cyber attacks can affect you:

MOTIVATION

• Political advantage

• Hostile intelligence collection

• Foreign economic interest

• Business intelligence

• Competitive advantage

• Disruption

• Social or political activism

• Theft of personal data

   METHOD

• Password cracking

• Vulnerability exploits

• Covert channel attacks

• Insider attacks

• SQL injection

• Virus and 

 malware 

 propagation

• System overloading

• Phishing

• Pharming

• Interception

SHAREHOLDER VALUE

• Lost service and sales

• Increase in costs of remediation 

and retrospective measures

• Less attractive assets

• Brand de-valued

• Reduced confidence among 

customers and other stakeholders

l Explore as the Board the business impact of a major cyber-attack during 
a two hour interactive and engaging role-play session using a fictitious 
organization.

l  Experience strategic decisaion-making during a crisis management 
period and during a consequence management period.

l  Increase your cyber awareness, highlight potential weaknesses and 
support consensus building at Board level.

Cyber Simulation-in-a-box Objectives



Benefits

By considering what to do prior to a Cyber Attack, organizations can 
prepare suitable responses based on the inherent capabilities within 
the organization. This may lead to efficiency and cost savings before an 
organization attempts to procure external products and services that 
duplicate existing capabilities. However, when developing such Cyber 
Attack mitigation strategy, gaps in an organization’s existing cyber defences 
may be identified, which require specialist services to be procured. An in-
depth analysis of the gaps exposed will provide an effective scope for 
procuring specific Cyber Attack mitigation defences and implement them 
pre-emptively rather than in the midst of an attack. 

Monitoring the conditions that would identify a distressed critical business 
service, having pre-defined, tested stages within a graceful degradation 
plan, and having criteria for moving between each state allows an 
organization to respond quickly to detrimental external stimulus during 
an attack for detailed assessment and robust corrective measures to be 
implemented.

World Class Services

l Our security experts have the same skills and methods hackers use, but 
can also translate technical issues into business risks.

l Deloitte has a global reach, with a presence in over 150 countries 
worldwide.

l We can support you in solving security issues as a trusted advisor in a 
vendor-agnostic, but knowledgeable way.

l Deloitte has been named a leader by Forrester Research, Inc. in 
Information Security Consulting in a new report, The Forrester Wave™: 
Information Security Consulting Services, Q1 2013.

Cyber Simulation-in-a-box Objectives

The Board (CMT)
Roles: CEO, CFO, CIO, CSO, CCO, CLO, COO, CHRO

Simulation Briefing
(15 minutes)

‘Assess’
Move 1: Cyber Crisis Management

(30 minutes)

‘Respond’
Move 2: Consequence Management

(45 minutes)

‘Review’
Debrief and Cyber Security Review

(30 minutes)

Simulation 
Timeline

Pre-brief

Day 2

Debrief

Day 1

Control Team
(Deloitte)

Simulated Events
Emails - Phone 
Calls - Media 

or Social Media 
Injects



Foreword
Each year businesses around the world face a growing number 
of risks that could potentially jeopardize hundreds of billions 
of dollars. They are victimized by fraud and theft of assets, 
embroiled in complex litigation or business disputes, and face 
accusations of financial mismanagement or malfeasance.

Among these risks, the threat of reputation-damaging legal 
actions is substantial. Brought  by competitors, shareholders, 
regulators, and a company’s own employees, lawsuits 
involving patents, large-scale class action issues, labour 
disputes, allegations of fraud, and countless other issues 
can consume valuable corporate resources across legal 
jurisdictions and in any area of the world.

To confront these challenges promptly, businesses and their 
legal counsel can benefit from the assistance of forensic 
investigation professionals. These professionals can provide 
many of the specialized services necessary to support a 
company’s position and help them in their efforts to prevail.

How Deloitte Discovery Can Help
Deloitte Discovery helps companies control the costs and 
mitigate the risks associated with the discovery process by:

l Maintaining chain-of-custody records and tracking activity 
to address authenticity of data and process concerns.

l Recommending and implementing solutions that fit the 
case at hand (and not a “one size fits all” solution).

l Coordinating discovery efforts including documentation 
for process reproducibility and transparent reporting.

l Applying sophisticated techniques and use of software 
designed to your requirements.

l Maintaining data security protocols, including the use of 
government-level data encryption.

l Providing large-scale, redundant hosted environments for 
storage and access.

l Assisting companies in the development of litigation 
readiness programs to respond efficiently and effectively 
when faced with discovery requests.

Deloitte Discovery
Computer Forensics Services

Computer Forensics
Deloitte’s Computer Forensics professionals help companies 
find relevant data by collecting, preserving and harvesting 
data. A range of services can be provided including: 
collecting data in a wide range of formats and media 
(including hard copy) from national and international 
locations; navigating IT systems to uncover information that 
may be recoverable from computer hard drives and backup 
tapes, including active, deleted, hidden, lost or encrypted 
files, or file fragments; and preserving all data to be stored 
in a locked, fireproof safe for evidentiary and chain of 
custody purposes. In addition, advanced digital forensics 
can be conducted and delivered including network packet 
analysis, malware analysis, RAM memory analysis, mobile 
devices analysis, digital fingerprinting of documents and 
computer systems, video forensic analysis, and advanced 
decryption service, advanced file and system recovery, and 
forensic tape analysis & recovery.

Turn to Deloitte Discovery
l Our professionals utilize sophisticated technology and 

provide for the security and integrity of your data.
l Our team has the right mix of industry and technical 

experience to manage the discovery process smoothly 
from start to finish.

l We help clients to manage the scope and cost of the 
work.

l We’re nimble and able to mobilize a skilled team 
anywhere in the world on short notice.



The Discovery Continuum

1. Collection
Effectively identifying and collecting data and documents to 
meet discovery demands.
l  Robust Chain of Custody process and documentation.
l  Two encrypted copies of the data simultaneously created 

and verified on-site (Forensic images).
l  Forensically sound collection methodologies.
l	  Logical file collections.
l  Covert collection capability.
l  Network based physical and logical collections.

2. Processing
Securely and efficiently reducing the collected data to a 
manageable set for review. 
l Advanced search capability with concept based clustering 

and visualization of data.
l Near de-duplication based on statistical similarity of 

documents.
l Advanced analytics (social networking, message tracing, 

time-line analysis).
l Support for voice and video data.

3. Hosting
Providing clients and their legal counsel access to a secure 
online dedicated section of our infrastructure in order to 
facilitate the review using specific tools. In particular, our 
services include:
l  A safe and reliable, completely scalable and configurable 

environment.
l  The availability of advanced search tools to optimize review 

activities.
l  The use of encryption and security protocols to enable 

review via remote access.

l  The assignment of different levels of privileges for access to 
documents by the reviewers and the possibility of tracing 
their accesses on an “ex-post” basis.

l  The de-duplication of double evidence in order to reduce, 
securely, the volume of data for review.

l  Constant technical support with the use of tools during 
the review.

4. Review
Performing targeted searches of the data and documents 
collected (usually using keyword lists) and detailed analysis 
of the findings.
A team of professionals with diverse expertise of industries, 
languages and knowledge (accounting, regulations, etc.) can 
help clients during the analysis of the evidence collected.

5. Production
Accurate preparation of technical reports, accompanied 
by supporting documentary evidence, summarizing the 
acquisition, processing and analysis activities undertaken and 
the key findings made.  



”Data is only as good as the person  inputting it, and security is only 
as good as the person writing the policies and implementing them. A 
computer just  sits there until someone turns it on, and a company is only 
secure until someone  breaches it“. Sans Institute

Malicious attackers pose as someone else to gain information they 
otherwise cannot access. Further to this, they then take the information 
acquired from their victims and cause destruction on network resources, 
steal or delete files, and even commit industrial intelligence or some other 
form of fraud against the organisation they’re attacking. 

Our Service Offering
In a social engineering attempt, we will evaluate your employees’ level of 
security consciousness done through personal contact; we will persuade 
them into conveying confidential information to us, primarily user IDs and 
passwords. Our social engineer, i.e. attacker, will counterfeit a specific 
trustworthy identity to a member of the organisations’ staff in order to 
gather the preferred information.

Our Appoach
Our approach to Social Engineering is to find the details of organisational 
processes and information systems to perform our attack. With this 
information, we will give effort in finding all critical evidence in order to 
pursue our task. We simulate and perform social engineering attacks in 
three steps:

l Setup
l Execution
l Closure

Through our experience and exposure to the industry it is indicated that 
thirty percent of all hacking comes from outsiders: that is people who 
are not working for the attacked organisation. This means that seventy 
percent of hackers come from within the organisation. Our attempt will be 
conducted by an interloper who will use a variety of psychological tricks 
on a computer user to get the information necessary in order to access a 
computer or network. 

This is the classic form of social engineering where we will use the direct 
conversation with our victim, via telephone or personally on site, to obtain 
the desired information or to gain physical access to any protected info.
People are usually the weakest link in the security chain. Our skilled social 
engineers will try to exploit human weakness before spending time and 
effort on other methods to crack passwords or gain access to systems. Our 
approach is usually based in the following characteristics:

l A tendency to trust people. Human nature is to actually trust others until 
they prove that they are not trustworthy. 

l The fear of getting into trouble. 
l The willingness to cut corners. Posting passwords on the screen or leave 

important material lying out.

Social Engineering
Information on the look-out

“Also, the human part of the security set-up is the most essential.  
There is not a computer system on earth that doesn’t rely on the 
humans.  This means that this security weakness is universal, 
independent of the platform, software, network or age of equipment.

Kevin Mitnick



Several potential security breaches are so mundane that they hardly seem 
to be of concern. With all the fires that we have to battle each day and 
the deadlines we have to meet, sometimes the most obvious is often 
unnoticed.

Social engineering is an unbreakable form of attack to protect against since 
it cannot be safeguarded with hardware or software alone.  In our effort to 
expose the policy procedures and security awareness, we will use various 
ways to obtain the desired information, either by sending the users a form 
of an e-mail messages or leading them to a Web site which is seemingly 
trustworthy, as is done in “Phishing” attacks. By doing so, the user will be 
asked to reveal specific login data or to download software manipulated 
by our engineering team.

Passwords are the number one access point for our social engineer. 
System-generated passwords are too long and employees have to write 
them down to remember them.

Information on the Look-out
l	Internal phone lists
l	Organisational charts
l	Employee handbooks, which often  contain security policies
l	Network diagrams
l	Password lists
l	Meeting  notes
l	Spreadsheets and  reports
l	 Printouts of e-mails that contain confidential information

All findings will be reviewed, analyzed and compiled in a report. We will 
discuss the findings with you and elaborate on measures aimed at raising 
awareness to increase the company’s internal security level permanently.

After this project is completed, a successful defence will require effective 
information security architecture starting with policies and standards and 
following through with a vulnerability assessment process again to verify 
that compliance is met.

World class services
l	Our security experts have the same skills and methods hackers use, but 

can also translate technical issues into business risks.
l	 Deloitte has a global reach, with a presence in over 150 countries 

worldwide.
l	We can support you in solving security issues as a trusted advisor in a 

vendor-agnostic, but knowledgeable way.
l	 Deloitte has been named a leader by Forrester Research, Inc. in 

Information Security Consulting in a new report, The Forrester Wave™: 
Information Security Consulting Services, Q1 2013.



Operating in an increasingly connected world and placing greater 
reliance on information technology have one inevitable consequence: 
cyber attacks. An organisation will need appropriate defences if it wants 
to avoid finding its perimeter, website or data breached sooner or later. 

Security technology may have progressed considerably; a “silver bullet” 
solution is still a long way off. As the sophistication and frequency of 
cyber attacks rises, securing perimeters and externally accessible systems 
is becoming more time consuming, resource intensive and expensive. 
Organisations need to continually assess their environments to identify 
weaknesses and vulnerabilities within their systems before taking the 
appropriate action to remediate and defend against cyber-attacks.

Understanding the threats
Ethical Hacks are becoming the cornerstone of a proactive cyber threat 
defence strategy. Understanding their cyber attack profile requires 
organisations to consider this:

l How will a cyber hacker probe our environment and would we detect it?
l Do we patch systems for known vulnerabilities?
l Are online services we offer to clients, employees and business partners 

secure?
l How do we test our defences to determine their effectiveness or how 

they can be improved?
l Are employees sufficiently aware, so they can recognize attacks?
l Do we have enough measures in place to restrict access to physical 

locations?

In answering these questions organisations can begin to focus their cyber 
threat defence strategies on the areas of greatest risk, thus reducing their 
cyber-attack profile.

Types of Ethical Hacks
Organisations need to conduct periodic Ethical Hacks to continuously 
assess weaknesses and vulnerabilities to prevent cyber attackers from 
potentially breaching defences. Ethical Hacks may include assessments of:

Infrastructure:  perform network-based testing that 
simulates a hacker attack on your IT infrastructure. This 
may involve your VPN solution for employees or the 
infrastructure supporting your critical web portals.

Application: perform network-based testing that 
simulates a hacker attack on your web applications or 
mobile apps. This may involve testing the resilience of your 
customer portal against unauthorized access or malicious 
behaviour of valid customers.

Employee: perform social engineering based testing to 
simulate a hacker attack on the human element: your staff. 
This may involve testing how your employees respond to 
phishing emails.

Physical: perform physical testing to simulate an attack 
aimed at gaining unauthorized access to your premises. 
This may involve testing measures in place to prevent 
unauthorized access to office buildings or critical data 
centres.

All Ethical Hacks can be performed with or without prior knowledge of 
your environment. This will enable us to perform an Ethical Hack that 
closely simulates an actual attack on your environment.

World class services
l	Our security experts have the same skills and methods hackers use, but 

can also translate technical issues into business risks.
l	 Deloitte has a global reach, with a presence in over 150 countries 

worldwide.
l	We can support you in solving security issues as a trusted advisor in a 

vendor-agnostic, but knowledgeable way.
l	 Deloitte has been named a leader by Forrester Research, Inc. in 

Information Security Consulting in a new report, The Forrester Wave™: 
Information Security Consulting Services, Q1 2013.

Ethical Hacking
Defend against Cyber Attacks

”Companies need to make major changes in the way they use 
computer networks to avoid further damage to national security and 
the economy. Too many companies, from major multinationals to 
small start-ups, fail to recognize the financial and legal risks they are 
taking - or the costs they may have already suffered unknowingly - by 
operating vulnerable networks”

Shawn Henry, FBI



Technology advancements and the people using these technologies 
introduce information security risks. The human element is one of the 
biggest sources of information security risk identified, as well as one of 
the most difficult to control. According to a Deloitte’s Technology, Media, 
and Telecommunications (TMT) Global Security Study, 70% of the TMT 
organisations surveyed rate their employees’ lack of security awareness 
as an “average” or “high” vulnerability. Employees without sufficient 
awareness of security issues may put an organisation at risk by talking 
about work, responding to phishing emails, letting unauthorized people 
inside the organisation, or even selling intellectual property to other 
companies.

Your Challenge
Ethical Hacks are becoming the cornerstone of a proactive cyber threat 
defence strategy. Understanding their cyber attack profile requires 
organisations to consider this:

l We rely on humans to implement controls and policies because we 
cannot “engineer around the end user” - avoiding incidents remains 
highly dependent of what your end users do.

l In addition, people do not act securely by nature, and secure behaviour 
erodes with time, especially when there is a lack of security awareness. 
This makes life easier for any malicious party; you don’t need to hack the 
system if you can compromise the human.

l To further complicate matters, significant changes in behaviour are often 
required - but few things are harder to change than security culture - 
which is an integral part of company culture.

Our Solution
l We have a variety of services allowing the organisation to instil 

knowledge, ability and inclination in people to act securely.
l We cover the complete scope of activities required to develop and 

improve security awareness: assessments (to what extent are people 
acting securely or not), designing and delivering content, measuring 
how security awareness improves and perhaps most importantly, 
providing the support you need to change the security culture of your 
organisation.

l Security awareness starts at the top which is why our approach to 
security awareness starts with the identification of key stakeholders and 
joint development of the security strategy with the stakeholders. This 
significantly improves the chances of achieving the required change in 
security culture.

World class services
l	Our security experts have the same skills and methods hackers use, but 

can also translate technical issues into business risks.
l	 Deloitte has a global reach, with a presence in over 150 countries 

worldwide.
l	We can support you in solving security issues as a trusted advisor in a 

vendor-agnostic, but knowledgeable way.
l	 Deloitte has been named a leader by Forrester Research, Inc. in 

Information Security Consulting in a new report, The Forrester Wave™: 
Information Security Consulting Services, Q1 2013.

Security Awareness
People and Technology

New technology risk is inevitable. 
People must learn how to handle it. 

Lack of Sufficient Security Awareness is one of the Top 
vulnerabilities (perceived as average or high threat)



Overview
The increase of cybercrime and data breaches continue to pose major 
problems for organizations in today’s digital world. While adversaries 
can create service disruptions through cyber attacks, the most advanced 
methods of penetrations and breaches are specifically designed to remain 
undetected on your network as they collect and capture valuable data.

With cyber attacks becoming more commonplace throughout the world, 
responding to a data breach is not just about quickly securing your data. 
In addition to neutralizing threats as soon as they occur, an effective cyber 
incident response plan can help you understand the nature of an attack, 
help you reduce the cost of data loss, and introduce management rigor 
and controls that benefit enterprise value.

Our Solution
Deloitte helps organizations with cyber incident response in their 
information environments to protect their important data as well as their 
reputations and operations. Our Cyber Incident Response (CIR) practice 
delivers timely and actionable information as a data breach investigation 
unfolds so that you can make business and system protection decisions, 
and understand the adversaries’ motives and the data they seek.

Our professionals understand the uncertainties, risks, challenges 
and opportunities in the operating environments of large, complex 
organizations. Coupled with our industry experience we can deliver 
services, perspectives and solutions that best suit you, your business, your 
goals and, most importantly, your data.

Deloitte’s Cyber Incident Response team addresses core areas that apply to 
different cyber events such as:

Compromise Investigation
The primary focus of the compromise investigation is to confirm the 
indicated avenue of the event and identify the post event network 
activity related to system infiltration and data exfiltration. Additionally, 
the compromise investigation further attempts to identify additional 
compromised endpoints and user accounts.

l Understand potential breadth and scale of the incident.
l Identify locations of potentially compromised systems.
l Identify and examine logs available for the incident.
l Determine any priority systems or logs with a tier based system for 

further collection and examination.
l Identify if an immediate, remote assessment or collection is required.

Damage Assessment
The damage assessment focuses on ascertaining the data accessed or 
exposed, as well as providing an understanding of what the adversary 
sought, and what relevant issues will need to be addressed in future 
actions. The damage assessment can also provide further guidance on the 
impact of the data exfiltration on your business.

l Files accessed.
l Indicators of file use and adversary intelligence gathering.
l Files potentially or actually exfiltrated.
l Adversary’s next steps.

Cyber Incident Response
Fast, thorough and decisive

Knowing how to respond to 
an incident quickly, appropriately 
and effectively is key to minimising 
the impact on your business.



Remediation
During remediation, we can help you get your systems back to normal as 
quickly as possible while ridding the systems of your adversary. Additionally, 
we use incident indicators and system/application patch levels to identify 
short-, mid- and long-term remediation efforts that can further bolster 
your organization’s security posture

l Identify exploited known vulnerabilities.
l Identify unknown vulnerabilities.
l Recommend patching and upgrades.
l System off-lining and rebuilding.
l Long term remediation project. 

Control the Incident, Manage the Risk
Our approach to Cyber Incident Response blends deep technical skills, crisis 
management expertise and business intelligence to deliver a complete 
service, when and where organisation need it most. 

l Using our technical skills and field experience, forensic and “white hat” 
security specialists minimise the time and resources needed to find 
valuable digital evidence.

l Our cyber crisis management team works with an organisation to quickly 
define roles and responsibilities, complete a risk and impact assessment 
and agree response work streams and strategies.  

l Understanding your strategic business risks and organisational 
operations ensures that suggested response options are appropriate for 
your organisation.

Our response approach makes up part of a wider suite of cyber services. 
These help organisations to be aware of their threat profile and 
vulnerabilities, be prepared before an attack, and respond effectively 
should an attack happen.
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